Password Reset flow

® Overview
® Password Reset request

Overview
To reset a password there is a self service mechanism for Users.

This is applicable for all Users, i.e. citizen, caseworker, solicitor, etc.

Note - there is no ability within the IDAM WebAdmin console to reset the password on behalf of a User.

Password Reset request

Step 1: All IJAM 'Sign in' pages have an option for the user to reset their password. Above the sign in button there is a link titled 'Eorgotten Password?"
clicking on this link will take the user on the password reset journey

CIEZY This i a new service - your eedback will help us to improve it (opens in anews window)

Signin or create an account

Signin Createanaccount

Email address You need to create an account to use this service.
Password

Forastten password?

> lstherea problem vith this pase?
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Step 2: The reset password page is presented to the user and they need to capture their account email address and click submit.
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Reset your password
Enter your email address to reset your password.

Email address

> Is there a problem with this page?
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Step 3: The 'Check your email' page is displayed to the user advising them to check their email. There is an option for them to be redirected to the ‘create
an account' screen in the case they don't have an account and need to create one.
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Check your email

If you entered a valid email address, we will send you an
email with details of how to reset your password.

If you have entered an email address that is not connected with an
account, you will not receive an email and you will need to create an
account,

Can't see the email?

It can take a few minutes to arrive. Check your junk mail if you can't
see itin your inbox.

> Is there a problem with this page?
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Step 4: The user will check their email and find the 'reset password' email that was sent from IdAM. The user will then click on the link in the email to
change their password
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Dear Jan Clark,
Click the link to reset your password.

https://idam.preprod.ccidam.reform.hmts.net/activate?jwt=eyJhbGciOillUzl
1NiJ9.eyJqdGkiOiJnMGI1MmY4MzEzOWe
4c2p2MDlsczJkZW1vailsInN1YilBIE2MSIsImIhdCIEMTUXNIESN,
MywiZXhwljoxNTIxMzgwNTczL CJkYXRhljoiY2I0aXplbixipWMtcHJpdmF0Z81iZXRhLG
NsYWItYW50L GNpdGI6ZWAthGIhMSxjbWMtcHJpdmFOZS 1iZXRhLWxvYTEs
Y2xhaW 1hbnQtbGIhMSIsInR5cGUIOIBQTRIVKFURSIsImIKIjoiMT Y xliwiZm
9yZW5hbWUiOIJMb25lc3RhcilsInN1cm5hbWUiOiJNaWxuZSIsimRIZm
F1bHQtc2VydmljZSI6IkNNQyIsImxvYSIEMSwiZGVmYX
VsdC11ecmwiOiJc d3dy1wemVwem9kLm1vbmV5Y2xhaWouecmVmb3J
tLmhtY3RzLm5IdC9yZWNIaXZlcilsImdyb3VwljoiY21jLXByaXZhdGUtYmV0YSJ9.Aej2z6vl
Qudv10DR3tq0C27nUmNx_b8aeAUg 9J9ka4.

Get help

Contact us if you need help using an HMCTS service.

HM Courts & Tribunals Service

This is an automated message, please don't reply to this email

This e-mail is private and is intended only for the addressee and any copy recipients. If
you are not an intended recipient, please advise the sender immedately by reply e-mail
and delete this message and any aftachments without retaining a copy. Activity and use
of this communication is monitored to secure their effective operation and for other
lawful business purposes. Communications using these systems will also be monitored
and may be recorded to secure effeciive operation and for other lawful business
purposes

Step 5: The user is the prompted to create a new password, repeat the password and click continue
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Create a password

Your password must include at least:

¢ 8characters

* 1capital letter

¢ 1lowercase letter
* 1number

Create your password

Repeat your password

» Is there a problem with this page?

Step 6: The password success page is displayed and the user can click continue to return to the service and login with their new password
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Your password has been changed
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